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Course Synopsis

Adding SIP Endpoints using Avaya Aura® Session Manager Workshop 1
(Basic Setup)

Course Synopsis

The intent of this course is to provide the students with introductory information on
administration, maintenance, and optimization of Avaya Aura® Session Manager with
Avaya and Non-Avaya SIP endpoints. The content of this course can be considered
foundational and will be used for future workshops that cover related topics. Throughout
the workshop students will have the opportunity to participate in hands-on virtual lab
exercises.

Optimal number of students for this class ranges from 2 to 12.

Each intlx-VLab pod will include:
1) Avaya® /intlx Solutions Vlab environment
a. 1each Avaya Aura® System Manager
b. 1 each Avaya Aura® Session Manager
c. 1each Avaya Aura® Communication Manager
2) 1 each Avaya one-X® Communicator Soft Client (to be downloaded)
3) 1 each Counterpath X-Lite Soft Client (to be downloaded)
4) VPN connectivity with login credentials

Class Material will include:
1) Electronic copy of Courseware and Reference Material

Classroom rules:
1) Ask Questions
2) Have Fun

Students are to provide their own PC or Mac with internet connectivity and may need the
ability to download and install programs on their computer. At a minimum, computers
should have the following software loaded prior to the start of class:
Required

1. Microsoft Office®

2. SSH and Telnet client application

3. Internet Browser

4. PDF viewer [ reader

Optional

1. Microsoft Visio® or Microsoft Visio Viewer®
2. Wireshark®
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Course Agenda

Session 1:

4 hours

SIP Environment Verification Discussion (Basic Setup):

e Communication Manager
e System Manager / Session Manager
o Elements
= Session Manager
* Routing
Users
o User Management
* Non-ACMSIP
= ACMSIP

Basic traceSM
e Good Registration
e Failed Registration
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1.0 SIP Environment Configuration / Verification

In this section we will complete or review the various configuration forms
necessary to enable SIP endpoints in and Avaya SIP enabled network. As we
step through the Communication Manager SAT, System Manager Web
Interface, and the Session Manager CLI, we will point out and configure only
those settings that are relevant and significant to complete the tasks this
workshop is developed to address. Any settings’ values not specifically
mentioned are assumed to be left at the default value for the purpose of this
workshop.

Assumptions:

This course and accompanying course documentation assumes the Avaya
Aura System Manager, Avaya Aura Session Manager, and the Avaya Aura
Communication Manager have all been installed and configured. Itis also
assumed that the Session Manager and Communication Manger have been
added as managed elements to the System Manager, and Communication
Manager has an established Dial Plan.

Note: * will denote a value that is used for all Avaya SIP environments;
otherwise, the values used in production environments should reflect settings
applicable to those environments (i.e. Trunk Group — Group Type: sip is
common to all sip deployments)
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1.1.1 IP Codec Set: “change ip-codec-set X"

1. *“G.71aMU"
2. *“G.729"

1.1.2 IP Network Region: “change ip-network-region X"

change ip-network-region 1 Page 1 of

Location: “1”

Name: “SIP"
Codec Set: “2"”
Authoritative Domain: “VLab.intlx.com”

20
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1.1 SIP Readiness - Communication Manager Configurations (cont’d):
1.1.3 Node Names: “change node-names ip”

1 of 2|~

change node—-names ip Page

Add the Security Module of the Session Manager
ASM-SM1oo0 AA.BB.CC.DD(IP Address)

1.1.4 SIP Signal Group: “add signal-group X"

1-0f 2|

display signaling-group 100 Page

Far-end Domain: VLab.intl

Group Type: *“sip”

Transport Method: “tcp”

Near -end Node Name: “procr”

Far -end Node-Name: "ASM-SM100"”
Far-end Network Region: “2"

Far-end Domain: “VLab.intlx.com”
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1.1 SIP Readiness - Communication Manager Configurations (cont’d):
1.1.5 Trunk Group: “add trunk-group X" P21

change trunk-group 10

Page I of 21 .

Group Type: *“sip” TAC: "*010"
Group Name: “SIP” Service Type: “tie”
Direction: “two-way” Signal Group: “100"

Number of Members: “5”
1.1.5 Trunk Group: “add trunk-group X" P2

change trunk-group 10 Page 2 of 21 (A

Preferred Minimum Session Refresh Interval (sec): *“1200”

1.1.5 Trunk Group: “add trunk-group X" P3

change

trunk-group 10 Page 3 of 21 (A

Numbering Format: “private”
Show ANSWERED BY on Display: “y”
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1.1 SIP Readiness - Communication Manager Configurations (cont’d):
1.1.5 Trunk Group: “add trunk-group X" P4

add trunk-group next Page ciomie Al |

Telephone Event Payload Type: “120"”
1.1.6 Route Pattern: “change route-pattern X"

change route-pattern 10

1 of = -

Page

[I-Ri-RI-RI-RI-N]

Group FRL

No

M10” to”
Numbering LAR
Format

“levo-pvt” “next”
1.1.7 Uniform Dial Plan: “change uniform-dialplan X"

1 of 2 |-

change uniform—dialplan 1

UNIFORM DIAL PLAN TABLE

Page

Matching
Pattern

“10010000001"” Len:"“11” Del:“0” Net: “aar”

Note: In actual production environments the private-numbering form may also need to be administered to
accommodate the production dial plan.
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1.1 SIP Readiness - Communication Manager Configurations (cont’d):
1.1.8 AAR: “change aar analysis X"

change aar analysis 1 Page 1 of 2 |7

WO | E0 | =0 | || s | | R

Dial Total Route Call
String: Min Max Pattern Type
\\1001Il E i “10" \\aarll
“1011” M11” M1a” 10" “aar”

We will come back to configure the stations that will be subscribing to CM
features as part of the User Management section. Not all of our SIP
extensions will subscribe to the CM features.
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1.2 SIP Readiness — System Manager Configurations:

1.2.1 SIP Domain: Elements / Routing / Domains

Home Routing B
4 Home /[ Elements / Routing / Domains

Domains

Domain Management

[commit][cancel|
|Commit[cancel

SIP Entities

1ltem &2

Filter: £

Type

Notes

= Name

[sip 7|

* WLab.intlx.com
Routing Policies
Dial Patterns

Regular Expressions
Defaults

Click New
Name: “VLab.intlx.com”

Type: “sip”
Click Commit

1.2.2 Location: Elements / Routing / Locations

* Name: |Lab 1

Notes: [SIP Endpoints

Routing Policies

m Dial Plan Transparency in Survivable Mode

Listed Directory Number:

Associated CM SIP Entity:

Overall Managed Bandwidth

Managed Bandwidth Units: [Kbit/sec v |

Total Bandwidth:
Multimedia Bandwidth

Audio Calls Can Take Multimedia Bandwidth: -

Per-call Bandwidth Parameters
Maximum Multimedia Bandwidth (Intra-Location): 2000] Kbit/Sec
Maximum Multimedia Bandwidth (Inter-Location): | 2000] Kbit/Sec

* Minimum i 64| Kbit/Sec
80| [Kbit/sec v |

* Default Audio Bandwidth: |

Alarm Threshold

* Latency before

Location Pattern

| Commiit||Cancel|

[add | [Remove]

1dtem @

Filter: Enable

I |IP Address Pattern o

*[o.*

Select : All, Hone

Click New
Name: “Lab 1”

Scroll down to Location Pattern, click add and enter “10.*"

Click Commit

JIM REINHARDT



1.2 SIP Readiness — System Manager Confiqurations (cont’d):
1.2.3 SIP Entities: Elements / Routing / SIP Entities

Routing

Home / Elements / Routing / SIP Entities

SIP Entity Details [Commit{Cancel]
General

* Name: intlxLablASM

y i
i

g

HEE

7

SIP Link Monitoring
SIP Link Monitoring: |Use Session Manager Configuration 7 |

Click New
Name: “intlxLabiASM"” FQDN or IP Address: “"AA.BB.CC.DD"
Type: “Session Manager”Click Commit

Click New

Name: “intilxLabiCM"”

FQDN or IP Address: “"AA.BB.CC.DD"”
Type: “"CM"”Click Commit

Routing Palides

Dial Patterns.

1.2.4 Entity Links: Elements / Routing / Entity Links

m‘ Home / Elements / Routing / Entity Links

T Entity Links [Commit|Cancel

v o

[ spennes [

3 . ———————
= z e _ S
| nouting roniies [

| ot patiems |

| sogutar xpressions |

| octours |

Regular Expressions.

|Commit|Cancel|

Click New

Name: “"SM to CM”

SIP Entity 1: “intIxLabiASM"
Protocol: “TCP”

SIP Entity 2: “intIxLabaCM"
Click Commit

Note: Setting the protocol to TLS is more secure and considered best practice

JIM REINHARDT
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1.2 SIP Readiness — System Manager Confiqurations (cont’d):

1.2.5 SIP Entities: Elements / Routing / Routing Policies
rome| - reouting > |

~ Routing « Home / Elements / Routing / Routing Polici=s

Help ?
Routing Policy Details Commit|Cancell

Adaptations
L General

SIP Entities

* Name: iTcl CMl

Entity Links

Disabled: ||
i
Routing Policies * Retries: [0

Dial Patterns Notes: |

Regular Expressions

SIP Entity as Destination

| Select

Name |FQDN or IP Address Type Notes

Time of Day

@l ]Remmre]I _|View Gaps;’O\rerIapsl

Litem & Filter: Ensble
] “|.Ranlcing a |Name | Mon |Tne |.;N'e|{ “|Thu | Fri |Sal .|“;3|m “|5l'art Time .;Em{ Time .“Notes
B b ] 24/7 ’ < v * a < ’ 00:00 23:59 Time Range 24/7

Select :Al, None

Dial Patterns

@[ |Remove |
Sllsisle _ Filter; Enable

| Pattern | Min |Max Emergency Call SIP Domain Originating Location Notes

Click New
Name: “To CM"”

In the SIP Entity as Destination section, Click Select
_terme | newtins |
« Home [ El [ Routing / Routing Policies

iti Select||Cancel
e SIP Entities
Adaptations
SIP Entities .
SIP Entities
Entity Links
Time Ranges SR Filter:
|Nam FQDN or I Addrass Type Notes
Routing Polides
| intlxLab1ASM 10.200.0.151 Session Manager
Hl aticens | intlxlablAvaysBresze 10.200.0.161 Avaya Breeze
Regular Expressions ) intlxLabicM 10.200.0.153 M
Select : Naone.
Select| Cancel

Click the radio button for intixLab1CM, the Click Select

JIM REINHARDT
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1.2 SIP Readiness — System Manager Confiqurations (cont’d):

1.2.5 Routing Policies: Elements / Routing / Routing Policies (cont’d)

Home

Routing *

« Home / Elements / Routing / Routing Policies L]
Help ?
Routing Policy Details Commit] Cancel|
Adaptati
S General
SIP Entities
* Name: [To CM
Entity Links
Disabled: |
® .
Routing Policies el D
Dial Patterns Nates: |
Regular Expressions
EEmmmm—— SIP Entity as Destination
Selectl
Name FOQDM or IP Address Type Notes
intlxLabiCM 10.200.0.153 cM
Time of Day
|Add|_ Remove View Gaps/Overlaps
Litem & ) ) ) ) ) Filter: Enable
=] ‘Ranking a |Nimz ‘Mm! |T||E |\N\zd |T|||| ‘Fr'l |Sat |5m| |StirtT|m: End Time Notes
@ k] 24/7 - t e < - 00:00 23:59 Time Range 24/7
Select : All, None

Dial Patterns

Click Commit

1.2.6 Dial Patterns: Elements / Routing / Dial Patterns

~ Routing o] B e

Dial Pattern Details Commit|Cancel
Adaptations General
SIP Entities
* Pattern: [100 1xx0000c
Entity Links
* Min: [11
Routing Polidies ¥ Max: |11

Dial Pattemns Emergency Call: (|

Regular Expressions

Emergency Priority: |

Emergency Type:

SIP Domain: [-ALL- 3

Notes: intlxLab1CM

Originating Locations and Routing Policies

Help 2

[2dd| [Remove|

1ltem &

Fitr; Enable

(=] ‘ﬂriginiﬁng Location Name « |Originating Location Nates Routing Policy Name | Rank

Routing Policy.
Disabled

Routing Policy Destination

Routing Policy Notes

O AL Tocm o

Select : All, None.

intlxLabich

Denied Originating Locations

|add| [Remove

0ltems &

Filter: Enable

Joimistam ocation

Notes

CommitCancel

Click New
Pattern: “10021xxxxxxx"”

Min: “11”
Max: “11”

JIM REINHARDT
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1.2 SIP Readiness — System Manager Confiqurations (cont’d):

1.2.6 Routing Policies: Elements / Routing / Dial Patterns (cont’d)

Home | Routing *|

Adaptations

SIP Entities

=
Dial Patterns
Regular Expressions
Defaults

In the Originating Locations and Routing Policies section, Click Add

Home | Routing "

Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies

Dial Patterns

Regular Expressions

BTN 1= e e o

Help ?
Dial Pattern Details [Commit|Cancel
General
* Pattern: 1001
* Min: :1_1_
Emergency Call: [
Emergency Priority: 1
Emergency Type:
SIP Domain: [-ALL- 7|
Notes: lintlxLabl1CM extensions
Originating Locations and Routing Policies
add| [Remove|
0 Items o Filter: Enable
Originating Location Name |Originating Location Notes |Routing Policy Name Rank R";!;';L':‘:i““' Routing Policy Destination  Routing Policy Notes

Denied Originating Locations

0
Help 7
Originating Location elct Cance
Originating Location
# Apply The Selected Routing Palicies to All Originating Locations
Lltem 2 Filter: Enable
¥ Name imtes |
Lab1i SIP Endpaints
Select ¢ All, None
Routing Policies
1ltem Filter: Enable
¢ ‘Name ‘Disabled ‘Destination Notes
¥ Tocu intlxLab1CH

In the “Originating Location” section click to check
Apply The Selected Routing Policies to All Originating Locations
In the “Routing Policies” section Click to check To CM, then Click Select

Note: Other designs may be more complex and require other selections; these settings should not be
considered universal
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1.2 SIP Readiness — System Manager Confiqurations (cont’d):

1.2.6 Routing Policies: Elements / Routing / Dial Patterns (cont'd)

Home | Routing *

" Routing
Domains
Locations
Adaptations
SIP Entities
Entity Links

Routing Policies

Dial Patterns

Regular Expressions

4 Home / Elements / Routing / Dial Patterns.

Help 7
Dial Pattern Details [Commit|Cancel
General
* Pattern: [1001 |
* Min: |11
Emergency Call: ||
Emergency Priority: 1
Emergency Type:
SIP Domain: [-ALL- 7
Notes: [intlxLab1CM extensions
Originating Locations and Routing Policies
(id g remove
1 Item e Filter: Enable

Originating Location Name a | Originating Location Notes |Routing Policy Name |Rank

Routing Policy
Disabled

Routing Policy Destination | Routing Policy Notes

a -ALL- To CM
Select : Al None

intlsLabicM

Denied Originating Locations

[add| [Remove

0 Items 2

Filter: Enable

‘Originating Location

Notes

Click Commit

1.2.7 Applications: Elements / Session Manager [ Application Configuration
| e | sesen e <

o] e e e e e )

~ Session Manager

Dashboard

Administration

Profile Editor

¥ Network
Configuration

Factori

Users

System Tools

Session Manager

Application Configuration

Commitl/Cancel

Communication

* Device and Location

Sub Pages
Action |Description Help
applications
spplications  Administer individual Applications for use in Application Sequences. pitelienlil
I ; Application Sequences
o hences  Administer Application for call application sequencing. =i
Coniference Conference Factories
\soiisial Administer well known and factory URT mappings for conferencing. Main Page Ficlds

Implicit Users  Administer dial pattern rules for call application sequencing.

Conference Factory Set Editor Page Fields
Implicit Users

Page Fields
MRS Proxy i RS Proy Users
iz Administer NRS proxy user rules. Page Fields

Conference

NRS Proxy Users

} System Status

¥ Performance

Click Applications

JIM REINHARDT
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1.2 SIP Readiness — System Manager Configurations (cont’d):
1.2.7 Applications: Elements / Session Manager / Application Configuration

(cont’d)

” Session Manager | e T e e
Dashboard Help #
Applications
A —— E:\t?t::ea\lnwsynutnadd,ed\t,nrremnueapp\itatinnsFnravailah\eEIP
Communication Application Entries
Profile Edit =
ile Editor =
* Netwaork = .
0-Items Filter: Enable
Configuration _ -
|App|i:ation Name SIP Entity ‘Media Filtering Description
Device and Location o entries have been defined.
Configuration
~ Application
Configuration
Applications
Click New
Home | Session Manager *
~ Session Manager « Home / Elements / Session Manager / Application Configuration / Applications o
Help 7
S Application Editor (Cammit] [Cancel
Administrati e
caisitihosier] Application
Communication
Profile Editor “Hame  [CM7 |
[—— *SIP Entity [QintixLab1cM
Configuration *CM System View /Add
- - forsIP |intlxLablCM v | [Refresh| T
Device and Location Entity Systems

Configuration

Appl n

Configuration

Description fvlabLab 1 CM 7 ]

Applications R ) ) .
e Application Attributes (optional)
S L. Name ‘Valllz
Conference Application Handle [ ]
Factories URI Paramaters [ ]
Implicit Users
NRS Proxy Users
System Status Application Media Attributes

¥ System Tools

Enable Media Filtering (0
¥ Performance

|Audin |V'|deu ‘Yexl ‘Matth Type |Ir SDP Missing ||
| YES v |vEs v = v [NOT ExACT v | [ALLow = | |
*Required Cancel

Name: “"CM7"” SIP Entity: “intlxLabaCM"
CM System for SIP Entity: “intIxLabaCM"

Click Commit

JIM REINHARDT
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1.2 SIP Readiness — System Manager Confiqurations (cont’d):

1.2.7 Applications: Elements / Session Manager / Application Configuration
(cont’d)

~ Session Manager « Home / Elements / Session Manager [ Application Confi
Help ?
e Applications
Administration ‘é':lt‘shp::e allows you to add, edit; or remove applications for available S1P
G icati = = =
‘ommunication \Application Entries
Profile Editor —— = =
_———— |NewJ Edit hele
Network T
1ltem @& Filter; Enable
Configuration — —
7] ‘Appl'u:atinn Name SIP Entity Media Filtering Description
Device and Location @ cM7 intlxLabicM ViabLab1CM7
Configuration
b bttt | Select : All, None

= Application
cConfiguration
Applications

Application

Click Application Sequences
o | seson s

R T — « Home / Elements / Session Manager / Application G ion / Applicati : [+]

Dashboard Help ?
Application Sequences

This page sllows you to add, edit, or remove sequences of applications.

Session Manager
Administration
| Communication  [EGULIEIGIES =
Profile Editor [New| |=di|
Network Oltems Filter: Enable

Configuration |Name Description
Mo Application Sequences Have Been Administered

Device and Location

Configuration
~ Application
Configuration
Applications
Application

Sequences

Click New

Administration

Application Sequence-
Communication

o I
Profile Editor Siatties  (EHYADE |

¥ Network Description | ‘

Configuration

* Device and Location Applications in this Sequ e
Configurati | Move First | Move | & Remove
~ Appli
Configuration Alrsm
Sequence
Applications () |Order (firstto |Name SIP Entity Mandatory Description
Iast)
Application 0 & = = CcM7 intlxLabiCM 5] ViabLab1cM7

Sequences

Conference

Select ; All, None

Factories
Available Applications

Implict Users

i £ F\l&e!".En_ab_!g
} System Status ‘h;n‘. SIP Entity |pescription —
} System Toals * Mz intlxLablCM ViabLab1CMT
b Performance
*Required e

Name: “"CM 7 App”
In the “Available Applications” section, click the + by CM7, then click Commit

JIM REINHARDT



2.0 Adding and Managing SIP Users

In this section we will add two different types of SIP users:

1) We will add a Non-ACM SIP user with no CM profile into the Session
Manager only, and then use the Counterpath X-Lite soft client to log
into the Session Manager.

2) We will add an ACM SIP user with a CM profile into both CM and Session
Manager, and then use the Avaya OneX Communicator soft client to
log into Session Manager.

Once we have our clients logged in, we will look at various screens to
determine the users’ status, and then place test calls between the users.
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2.1 Adding a Non-ACM SIP User:

2.1.1 Users: User Management / Manage Users: Identity

¥ User Management
Manage Users
Public Contacts
Shared Addresses
System Presence
ACLs
Communication

Profile Password

Palicy

Click New

Search

User Management

Help 7

Users

| 8 View ] o Edit] Qmewl | g3 Duplicate gl @ Delete]

More Actions = |

Advanced Search »

" [ New User Profile

= c | A Mot secure | b&q‘ﬁ‘.ﬁ-SMGR{

Last Name: “Tesla”

First Name: “Nikola”
Login Name: 10110000001 @vlab.intlx.com
Password: “intlx2017"
Confirm Password: “intlx2017”Click Commit & Continue

Middle Name:

Description:

User Type:

Password:

Confirm Password:
Localized Display Name:
Endpoint Display Name:
Title:

Language Preference:
Time Zone:

Employee ID:
Department:

Company:

|

—

1ltem & Show All v Filter: Enable
] |Last Name |F|rst Name Display Name ‘Lngin Name SIP Handle Last Login
sdmin Default Administrater admin February 7, 2017 7:55:01 AM -DE:00
Select : All, None
. =
X\ [ Can'tlogin 963052 IPF X
User Provisioning Rule: | .
Identity «
* Last Name: [Tesla
2 . =
Last Mame (Latin Translation): [Tesla
* First Name: |N_ikn\a
First Mame (Latin Translation): Nikola

| —
=

JIM REINHARDT
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2.1 Adding a Non-ACM SIP User (cont’d):

2.1.2 Users: User Management [ Manage Users:

Communication Profile

~ User Management « Home / Users / User Management / Manage Users

Manage Users
4 Status
Public Contacts

User Profile Edit: 10110000001 @vlab.intlx.com

Help 7

|Cammit & Continue| [Commit| [Cancel

Contacts

System Presence =
P EOR T p—

C icati — -~
e Communication Profile «
Profile Password

Policy Communication Profile Password: di

[@new| | @ osiee [Eoone| [@cance]
S

= Primary

\Select : Nane

Click Edit beside the blank box labeled Communication Profile Password:

T E— o Homs / Users [ User Management / Manage Usars

Manage Users
Public Contacts User Profile Edit: 10110000001@vlab.intlx.com

Help ?

(Cormmit [Cancel

Commit & Continue

Shared Addresses -
e T

System Presence
Acls
Ca Communication Profile »

ny
n
Profi rord

Communication Profile Password: | ]

Confirm Password: | Cancel

| @new| |@oeice. [FEoone| |@cancel|

[Name

®  Primary

Sslart + nne

Communication Profile Password: “1324354657"

Confirm Password: “1324354657"
Click Commit & Continue

Communication Profile »

Communication Profile Passward: resesssses

| Cancel

Confirm Password; ssssssssss

| @new| | @ocies |[Elpone| |@cancs|

|Name

' Primary
Select : None

* Name: [Primary

Default : M
Communication Address =
| @new| =
Type |Haml|= |Domain
No Records found

In the Communication Address Section, Click +New

JIM REINHARDT
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2.1 Adding a Non-ACM SIP User (cont’d):

2.1.2 Users: User Management / Manage Users: Communication Profile

(cont’d)

Communication Address =

iT\rpe Handle

i Domain

No Records found

* Fully Qualified Address: 5.1011.0000001.

| @ |Viab.intlx.com

Fully Qualified Address: “10110000001"

@: “VLab.intlx.com” (select)

Click Add

Click to check the box beside Session Manager Profile

[} Session Manager Profile *®
2 Avaya Breeze Profile ?

CM Endpoint Profile *

Communication Address =

Select : All, None

| & New |
T }rype Handle Domain ||
Avaya SIP 10110000001 Wiab.intlx.com

¥ Session Manager Profile *

SIP Registration
* Primary Session Manager

[@intixLablasM

Secondary Session Manager O

Survivability Server

o

Max. Simultaneous Devices |1 7

Block New Registration When
Maximum Registrations Active?

Application Sequences
Crigination Sequence i‘mﬁé)‘

Termination Sequence |( ﬂﬁé)‘

Call Routing Settings

* Home Location |[Lab 1

Conference Factory Set | (None)

Call History Settings
Enable Centralized Call History?

Avaya Breeze Profile *

: Primawiszmndarvll-iaximuml

2 o 2 !

Primary Session Manager: “intIxLabiASM"

Home Location: “Lab1”
Click Commit & Continue

|addl/cancel|
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2.1 Adding a Non-ACM SIP User (cont’d):

2.1.3 CounterPath X-Lite Client: Install and Configure

Browse to: WWW.counterpath.com/x-lite-download/
I6 [rTme——

@ (@ e e —

-
3 [—

WAIT!! Before you download...

Name

Country [Sea Coty v
St ﬁ

Ready to Download the Free X-Lite Softphone?

Download: —

s
Download Xite 49 for Mac

morn mMAE § 06BN~ £

Select the approprlate downloads for your OS

Note: you may need to click proceed if any warning signs appear from any security programs

Once the program is downloaded, navigate to the folder it was downloaded
to and double-click the X-Lite icon. Follow the prompts through the
installation process. Once the installation is complete, open the application
and click Softphone, and then click Account Settln_qs

SIP Account

Account Voicemail Topology Presence Transport Advanced

ccount name:  Account 1

Protocol: SIF

- Allow this account for

call
IM / Presence

Account is not enabled. User Details

Goto * User ID:

Enter name or number * Domain:

Password:

Display name:

Authorization name:

- Domain Proxy
Register with domain and receive calls

Send outbound via;

@ Domain

@ Proxy Address:

Record calls { Dial plan: #1\a\a.T:match=1;prestrip=2;

Xie NTERPATH |
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Note: the initial default settings are shown in the above graphic

2.1 Adding a Non-ACM SIP User (cont’d):
2.1.3 CounterPath X-Lite Client: Install and Configure (cont’d)

SIP Account x

X-Lite - 10110000001 : :
Account Voicemail Topology Presence Transport Advanced

Account name: 10110000001 @VLab.intlx.com
Protocol: SIF

-~ Allow this account for -
call
IM / Presence

Enter name or number

User Details

* User ID: 10110000001

* Domain: VLab.intlx.com

Password: eesssssese

Display name:

Authorization name: 10110000001

Diomain Proxy
Register with domain and receive calls

Send outbound via:

@ Domain

@ Proxy Address: -

Dial plan:

Try Bria X

Kt Ao ey
Account nhame: “10110000001@VLab.intlx.com”
User ID: “10110000001"” Domain: “VLab.intlx.com”

Password: “1324354657" Display name: “XLite SST”
Authorization name: “10110000001"

Click Radio Button for Proxy Address: “*AA.BB.CC.DD"”
Uncheck IM /Presence

Clear default Dial plan entries

Click OK

3w ) ——f———

Account enabled. The phone is ready. X

Enter name or number

As the client registers you should see the message “Account enabled. The
phone is ready.”
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2.1 Adding a Non-ACM SIP User (cont’d):

2.1.4 CounterPath X-Lite Client: Status

Home Session Manager %

~ Session Manager + Home [ Elements / Session Manager / System Status / User Registrations.

Dashboard
User Registrations

Select rowis to send netifications to devices: Click on Details column for complete
ragistration status.

Session Manager

Administration

Communication

Help

Customize

[ Select : All, None

Profile Edit [ 1 Devi y  rr——— S
|[view - | Defauit [rorce urregiter|  ASEDSMES neboot | meloas -| riback| As of 8:40 Al Advanced Search »
b Network = - e e
|2 Items 7 Show! Al ¥ | Filter: Enabl
Configuration
[ [ |Regi5te ed
» Device and Logation Details iﬂﬂdress First Name |Last Name |Actual Location (IP Address Remote Office iShared Control |Simult. Devices |AST Device = -
Prim |Sec |Sun
Configuratian ; 1 1
s Show  10110000001@VLzh.intlx.com Mikela Tecla Labi 10.212.242.1 (] O 141 O Fleacy O O
fE ABpication Show — Leonardo Da Vinci [m] O 01 [m] [m] O | O
Configuration

SIP Entity
Monitoring

Managed

Bandwidth Usage
Security Module
Status

SIP Firewall

Registration

Summary

User Registrations

In System Manager, navigate to:

Elements / Session Manager / System Status / User Registrations and verify

the Address, Actual Location, IP Address all have entries.

The Simult. Devices field should show 1/1 and there should be a check in the

box under Prim in the Registered column

X-Lite - XLite SST

Softphone View Contacts Help

O~ W
1 2 3
ABC DEF

4 5 6
GHI JKL MNO

7 8 9
PGRS TUV WXYZ

* 0 #

Niite

The Client should appear as in the graphic below:
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2.2.1 Users: User Management / Manage Users: Identity

With the exception of Session Manager Profile Application Sequences and the
additional CM Endpoint Profile under the Communication Profile Tab, adding
an ACM SIP user in Session Manager follows the same sequence as adding an
Non-ACM user from section 2.1:

Navigate to Users: User Management / Manage Users:

Click +New

Last Name: “"Da Vinci”

First Name: “Leonardo”

Login Name: 10010000001 @vlab.intlx.com

Password: “intlx2017"
Confirm Password: “intlx2017"
Click Commit & Continue

2.2.2 Users: User Management / Manage Users: Communication Profile
Click Edit beside the blank box labeled Communication Profile Password:
Communication Profile Password: “1324354657"

Confirm Password: “1324354657"
Click Commit & Continue

In the Communication Address Section, Click + New
Fully Qualified Address: “10010000001"

@: “VLab.intlx.com” (select)

Click Add

Click to check the box beside Session Manager Profile
Primary Session Manager: “intlxLabiASM"
Origination Sequence: “"CM 7 App” (select)
Termination Sequence: “"CM 7 App” (select)

Home Location: “Lab 1”

Click Commit & Continue
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2.2 Adding an ACM SIP User (cont’d):

2.2.2 User Management / Manage Users: Communication Profile (cont’d)

Click to check the box beside CM Endpoint Profile

Application Sequences
Origination Sequence [CM 7 App bl

Termination Sequence |CM 7 App. bl

Call Routing Settings
* Home Location |Lab 1 hd
Conference Factory Set | (None) b

Call History Settings
Enable Centralized Call History?

Avaya Breeze Profile *

¥ CM Endpoint Profile ®
* System intlxLab1CM
* Profile Type |Endpoint
Use Existing Endpoints

. Display Extension Ranges
¢ Extension Isplay Exten: g

Template | Select/Reset
Set Type 96115IP
Security Code (ssssss
Port (2500001
Voice Mail Number
Preferred Handle | (None)
Calculate Route Pattern
Sip Trunk  jaar
Enhanced Callr-Infa display for 1-line phones

Delete Endpoint on Unassign of Endpoint from User or on 5
Delete User.

COverride Endpoint Name and Localized Mame ¢

Allow H.323 and SIP Endpoint Dual Registration

System: “intiIxLabaiCM" (select)
Extension: “10010000001"
Template: *9611SIP_Default_CM_7_o"

Security Code: “13243546"
Click Commit & Continue

[10010000001  |Endpoint Editor|
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2.2 Adding an ACM SIP User (cont’d):
2.2.3 Communication Manager: “change station x”

change station 10010000003 Page 1-of a8 |~

IP Softphone: “y”

2.2.4 Avaya OneX Communicator Client: Install and Configure

Note: If you have not already downloaded Avaya OneX Communicator from support.avaya.com, you will
need to know your SSO login to access software entitlements at PLDS

Browse to: support.avaya.com and log in with your SSO login credentials

& C | @ Secure | https//supportavaya.com L
— | ogn R T
AVAyA ‘ Sup port Support by Product My Information Diagnostics & Tools Service / Parts Requests Help
Explore our Knowledge Database with Ava! ml -laz‘
Plus Chat, Talk or Video with Live Agents. W
""“""""‘d._v g
here

Click here to learn more regarding the

Single Sign On (SS0O) Account Policy
Change

Help> Forums

Click here to prepare for the impact of

Register >
Suppeort by Product We've gone mobile
Ask Ava Security
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2.2 Adding an ACM SIP User (cont’d):
2.2.4 Avaya OneX Communicator Client: Install and Configure (cont’d)

Hover over Support by Product and click Downloads

&« C | & Secure | https;//support.avaya.com/downloads/ fr| 8
Welcome 4 soco o
AVA\/A [ Suppon Support by Product My Information Diagnostics & Tools Service / Parts Requests Help

Productspecific Support

Documents

Downloads

Forums

Downloads

RECENTLY VIEWED PRODUCTS
Enter Product Name

Mo recently viewed products available.

or
Choose Product From A-Z List

ESBIABCDEFGHIJKLMNOGPGRSESTUWYWXYEZ

H 4 [TEM120 OF30ITEMS » M

1000 Series Video Conferencing Systems
1100 Series IP Deskphones

1200 Series IP Deskphones

1400 Series Digital Deskphones

1600 Series IP Deskphones

1692 IP Conference Phone

Start typihg onex in the Enter Product Name and click onex communicator
when it appears

& C | @ Secure | https://supportavaya.com/do Is | =
Wk i K
AVAyA l Support Support by Product My Information Diagnostics & Tools Service / Parts Requests Help

an
L Explore our Knowle
& Plus Chat, Talk or Video v

Downloads

RECENTLY VIEWED PRODUCTS
Enter Product Name

No recently viewed products available.

onex attendant

| onexatind
1 RS T HOWIWOXY

| onexces
l onex client e 4 4 [TEM 120 OF 30 ITEMS P M

onex communicatar
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2.2 Adding an ACM SIP User (cont’d):

2.2.4 Avaya OneX Communicator Client: Install and Configure (cont’d)
Click the down arrow by Choose Release and click 6.2.x

C | & Secure | https://support.avaya.com/downloads/ gl |
Welcome Jm oo T -
AVAyA l Suppor[ Support by Product My Information Diagnostics & Tools Service / Parts Requests Help

Knowledge Data
, Talk or Video witl

Downloads

RECENTLY VIEWED PRODUCTS
Enter Product Name

No recently viewed products available
onex communicator Choose Release -

| Choose Release |

or 61x |

6.0.x

Choose Product From A-Z List ?sx ‘
x

G)IABCDEFGHIJKLMNO FLf\I;‘rﬁr——afrf;r7Vﬁnfnfi‘f 5.4

K 4 TEM1200F30ITEMS b M

1000 Series Video Conferencing Systems

1100 Series IP Deskphones

Click Avaya one-X® Communicator Release 6.2 Service Pack 12, 6.2.x
Enter Your Product Here

lhvaya-onex-communicator 6.2.x

VIEW DOCUMENTS

Avaya one-X® Communicator Release 6.2 Service Pack 12, 6.2.x 30 Sep 2016

Click the link labeled: onexc_6.2.12.0.4.zip , 6.2.x

DATE RELEASED:  Sep 30, 2016

SUMMARY:  Avaya one-X® Communicator Release 6.2 Service Pack 12
Please review the Release Notes for additional information

For more product information on Avaya one-X® Communicator, see
https://support avaya com/products/P0516/avaya-onex-communicator

Feedback

FILE: & onexc_6.2.12.04.zip, 6.2.x
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2.2 Adding an ACM SIP User (cont’d):
2.2.4 Avaya OneX Communicator Client: Install and Configure (cont’d)
Click Download

&« C | @& Secure | https;//plds.avaya.com/
AvAyA Home Assets Activation Reports Administration Help Log out
Logged in as:
Jim Reinharct Downloads (7)
‘Standard mode [Change]
Home intellX Solutions - Norwood; United States () [Change Company]
Assets
Activation
[Repate Suggested Downloads | Search by Download | Search by License Host | Download History
Administration v -
Help

ATTENTION: The Avaya Software License Terms must be accepted in order te complete this transaction. Dewnleading the Software, license generation and activation,

Log out installation, and/er use indicates you have read, understood, and accepted the Avaya Seftware License Terms. The Avaya Software License Terms govern your use of the
Software and/ or Documentation except to the extent: (i) you have a separate signed agreement with Avaya or an Autherized Channel Partner governing your use of

Sof re, (ii) the Software is accompanied by a Shrinkwrap License, or (i) the Software is governed by Third Party Terms. If you have a separate signed agreement as set
forth in (i) above, such agreement shall take precedence to the extent of any conflict, With respect to third party elements subject to a Shrinkwrap License or other Third
Party Terms, the Shrinkwrap License or other Third Party Terms shall take precedence to the extent of any conflict. SOFTWARE DOWNLOADED FROM THIS SITE MUST BE
ACTIVATED WITHIN 30 DAYS OF INSTALLATION OR THAT SOFTWARE OR CERTAIN FEATURES/FUNCTIONALITY MAY BE DISABLED. Only Authorized Users may download
Software from this site. ‘Authorized Users’ is defined as (a) an Authorized Channel Partner (defined as Avaya reseller, distributor, direct partner, system integrator, service
provider or other partner authorized by Avaya to provide Software to end users in the applicable territory) or (b) a customer and its designated employees who purchased
the Software directly frem Avaya or from an Authorized Channel Partner. To search fer available downloads, provide search criteria, then dlick Search Downloads. Please
note the download function requires pop-up blocking turned off. Fer more information, see Turning off pop-up blocking. Click here for additicnal Search Tips.

% indicates wildcard search
Download pub 12: | gy cogoonns2
Group name:
“kDownload name:
Application: -
Download type: =

Version (leave blank to display all software versions): =

Search Downloads  [EEGEERECL LT

Showing: 1-1 of 1 Expand all  Callapse all  Hide previous downloads

Version  Tvpe Application Download Description
Avaya one-X Communicator R6.2 with Service Pack 12
B pownload 6.2 | Software Downloads | one-X Communicator | pawnload 1D:0XC00000062;Size:121 MB;Release date:Sep 30, 2016
More...
Showing: 1-1 of 1 Expand all  Collapse all  Hide previous downloads

You may need to click the link labeled Click to download your file now

fr | = H

C | ® downloads.dlavaya.com/ONE_XCommunica! =148

About the Download Manager

The Download Manager provides for more effective. more efficient file downloads than you normally see with yvour browser. especially for large files or file zets. It can pause and restart
downloads even if you tum your computer off and on again. You will be presented with a security warning and after you accept. the Download Manager will install and begin to download the
requested file.

Click to download your file now.

Should the Download Manager fail to start. or if vou do not accept the security certificate. you can click here to download the file without using the download manager.

Please note: this software download is registered to your personal $$0 Login Information
This software download is ONLY authorized for application to customer equipment and/or software licenses under warranty or covered by Avaya support coverage

Duplication. distribution or unauthorized application of this software patch to another customer. thurd party. database or system without active Avaya support coverage 1s in violation of your
license agreement and may constitute an act of software piracy. The software intended for this download 1s subject to an audit to ensure compliance

Avaya will pursue all legal means available to protect its itellectual property rights and/or proprietary nformation. including. but not limited to. filing an appropriate action seeking damages and
injunctive relief.

Navigate to the Download destination directory and extract the oncexc files
to a folder of your choosing

SROUPS Home share View Extract

FAVORITES < L + > ThisPC > Downloads v D Search Downloads P

OTHER CO| A [ MName Date modified Type Size

# Quick acces
S T A omexc 621204 2/22/2017 4:01 PM Compressed (zipped)... 124,131 KB

Open nectSSH (1) /. i findows Batch File 1 KB
Open in new window nectSsH Windows Batch File 1KB
Extract All... ite 4.9.7.1.83372 Application
Pin to Start emManagerCA.cacert Security Certificate 2KB
Scan with Sophos Arifi-Viris c.62:1204 ) Compressed (zipped)... 124,181 KB
Oren with hoslnstall Application 22,379 KB
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2.2 Adding an ACM SIP User (cont'd):

2.2.4 Avaya OneX Communicator Client: Install and Configure (cont’d)
Navigate to the Extraction destination directory and double-click
Avaya on-x Communicator Suite

1+ > ThisPC » Downloads » onexc £2.12.04

*

B Thic PC A [ MName Date modified Type Size
B Desktop Avaya one-X Communicator Suite Application
2| Document " Avaya one-X Communicator_Client_R... Adobe Acrobat D,
"_' B W= License Rich Text Format
J’ — Ead cnexcuiadmin Application
usic
=] README Text Document
| Pictures
B videos

Follow the Installation prompts, accept the license terms and use all default
settings. Launch the application when finished

AVAyA o>l

Avaya one-X® Communicator Login & |

Please log In:

Extension:

Password: |

Place and receiye calls using

Click the menu icon

Avaya one-X® Communicator Login &-

[ settings |

Help Contents
Please lo -
About Avays one-X& Communicator

Extens| Bt

It
Pascword:

Place and receive calls using
This Computer

AVAYASD=SS

Click Settings
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2.2 Adding an ACM SIP User (cont’d):
2.2.4 Avaya OneX Communicator Client: Install and Configure (cont’d)

General Settings ? x
Accounts Telephony

Telephony = =

B Using: (1 H323 @ sip

Messaging Extension: 10010000001

IM and Presence

5 Passward: ~ essssssses
Security =
Server List:

Devices and Services

Outgoing Calls

Phane Numbers [ Add —

Dialing Rules i

Audio Domain:

Videa Mode: Proxied

fubix Execions Avaya Environment: Auto

Preferences ) )

Desktop Integration | Fallback Policy: Auto

Hot Keys Registration Policy:  Simultanecus

Network

Advanced

[] Enable Video Calls

| Auto-configure l oK Cancel

Click the S/IP Radio Button Extension: “10010000001"”
Password: 12324364657 Click Add

VETWICP

s Add Server

ers o
Pog Sever [N~ | e

Transport Type TCP
Port| 5060

ny
Port is optional, If not specified, the default
gratig will be used (TL5=5061).

[_OK_ | Cancel_
Proxy Server: “"AA.BB.CC.DD" Click Transport Type Arrow to select TCP
Click OK on the warning popup Click OK

Using: (1 H323 @ §p
ging Extensior: | 10010000001
d Presence F
ty Password:  eesssssess
Severkes transport=tcp
s and Services
sing Calls T o
: Numbers | o [ —
g Rules - Remove
Domain: Viab.inth.com
Made: Proyied
Directory Avaya Environment: Auto
ences ;
op Integration | Failback Policy: Auto
By Registration Policy:  Simultaneous
ark
ced
[_| Enable Video Calls
i l oK | Cancel

Domain: “VLab.intlx.com” Click OK
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2.2 Adding an ACMSIP User (cont’d):

2.2.4 Avaya OneX Communicator Client: Install and Configure (cont’d)
Avaya one-X® Communicator Login £

Please log In:

Extension:| 100100000071

Password:i [IETT T LY

Place and receive calls using
This Computer

AVAYA S0m>< [ Login

Click Log In

Avaya one-X& Communicator Login Lo28

" Please wait while Avaya one-X® Communicator
is launching.

AVAYASDm3S [ cancel

As the client registers you should see a window similar to the one in the
graphic above.
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2.2 Adding an ACM SIP User (cont’d):

2.2.5 Avaya OneX Communicator Client: Status

Session Manager ‘
Dashboard
Session Manager
Administration

Profile Editor
Netwaork
Configuration

¥ Device and Location
Configuration

» Application

Configuration
~ System Status

Home / Elements / Session Manager / System Status / User Registrations

User Registrations

Select rows to send netifications to devices. Click on Details column for complete
registration status,

Help ?

Customize *

\view - | Default Forceunregister| RSILDEVIC® popoor| (genad - | [Falback  As of 3:49 PM tdvanced Search »

2 Items & Show Al ¥ | Filter: Enable
| | | I | |Registerad

I |Details |Address First Name |Last Name |Actual Location |IP Address  |Remote Dffice |Shared Contral |Simult. Devices |AST Device |——————————
| | | |Prim  |Sec |Surv |

Show 10110000001 @VLab.intlx.com  hikela Tesls Lab 1 12122121 O O B3 ] Miacy O O

Show  10010000001@VLab.intlx.com Leonarde DaVinci  Lab1 102122121 O O 71 ] Mgy | B | E

Select : All, None

SIP Entity
Monitoring
Managed
Bandwidth Usage
Security Module
Status

SIP Firewall
Status
Registration
Summary

User Registrations

Session Counts

In System Manager, navigate to:

Elements / Session Manager / System Status / User Registrations and verify
the Address, Actual Location, IP Address all have entries.
The Simult. Devices field should show 1/1 and there should be a check in the

box under Prim in the Registered column

The Client should appear as in the graphic below:

B

10010000001 @viab.in...

Place and receive calls using This Computer 2
[Enter rame or rumber [alel B AVAYASD=X
Call Log View Missed 3
| Name/Number | Time | Length | Click to Jaunch |
You currently have no missed calls in your Call Log.
4
Enter a number or select a function ? x
asc [ oEF (@ (@
112 (3 @ @
GHI JKL MNO @ |'|-;|
(@ (@
egrs [ Tuv [ wxvz | @ | @
7 8 9 =] |®
(@ (@
* 0 # (@ |@
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3.0 Basic traceSM Usage

In this section we will look at the Session Manager traceSM tool that can be
used to help isolate and resolve issues as they occur.

For the purpose of this workshop, we will focus on SIP endpoint registration,
comparing the traceSM output of a good registration vs. a failed registration.
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1. Ensure the Avaya one-X® Communicator client is logged out
2. Launch an SSH session to the SM at AA.BB.CC.DD and log in using cust
and a password of *#*#**%%%%

3. Atthe resulting command prompt enter traceSM and hit return
EP inthlab1ASM - traceSM V3.22 - Captured: 0 Displayed: 0 s O X

| s=Start g{mit ENTER=Details f=Filters w=Write a=ShowSM c=Clear i=IP v

4. Press s to start the trace
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3.1 Using traceSM to monitor endpoint Registration (cont’d):

3.1.1 Good registration in traceSM (cont’d)

| s=5tart g—Juit ENTER=Details f=Filters w—HNrite a=ShowSM c=Clear i=IP W

5. Press Enter and then launch the Avaya one-X®application
t s

Avaya one-X® Communicator Login -

Please log In:

Extension:| 100100000071 @viab.intlx.com

Password: | ssssssssss

Place and receive calls using
This Computer

AVAYA SDm>< LogIn

| s=5top gq=Quit ENTER=Details f=Filters w=Write a=ShowSM i

6. Click Log In on the Avaya one-X® client and observe the SIP messages
as the client registers
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3.1 Using traceSM to monitor endpoint Registration (cont’d):

3.1.1 Good registration in traceSM (cont’d)
After the Avaya one-X® client has finished registering, it may appear similar
to the graphic below:

=

10010000001 @viab.in...

Place and receive calls using  This Computer

ale | [me AVAYA Snm<

Call Log View Incoming

Name/Mumber Time Length

You currently have no incoming calls in your Call Log.

7. Click on or in the SM window and press s to stop the trace
8. Move your cursor up to the first message from 10010000001 to SM100
and press Enter

Note the banner of the sub-window in this example shows the IP address of
the client contacting the SM1oo0 interface of the Session Manager via TCP and
in the body of the message, along with a lot of other information, we see
CSeq:1 REGISTER
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3.1 Using traceSM to monitor endpoint Registration (cont’d):
3.1.1 Good registration in traceSM (cont’d)
Notice the “Unlauthorized" message sent from the SM1oo back to the client in

the very next message caught in the trace. This message will prompt the
endpoint to re-submit the registration request, but this time with the
appropriate SM “Authorization” credentials:

Fcf42ed0463E

Being as this user also has a CM profile, that same sequence is followed as the
CM extension requests registration and then has to provide the appropriate
authentication credentials to register with CM as an extension. These are the
messages following the first *200 OK” response from the SM100.
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3.1 Using traceSM to monitor endpoint Registration (cont’d):

3.1.2 Failed registration in traceSM

If we have an environment where we have endpoints with multiple profiles,
such as the Avaya CM profile for our 10010000001 user, it is possible to get
the security codes and communication profile passwords confused. Let’s look
at what happens if we try to register our Avaya one-X® client using the
security code from its CM profile, as opposed to the Communication profile
password:

B , or modification offid

i3 | v
1. Ensure the Avaya one-X® Communicator client is logged out
2. Launch an SSH session to the SM at AA.BB.CC.DD and log in using cust
and a password of *#*#***%%%
3. Atthe resulting command prompt enter traceSM and hit return

| s=S5tart g=Quit ENTER=Details f=Filters w=Write a=5ShowSM c=Clear i=IF w
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4. Press sto start the trace
3.1 Using traceSM to monitor endpoint Registration (cont’d):

3.1.2 Failed registration in traceSM (cont’d)

| s=Start g={uit ENTER=Details f=Filters w=Write a=ShowSM c=Clear i=IP W

5. Press Enter and then launch the Avaya one-X®application

' :

Avaya one-X® Communicator Login

Please log In:
Extension: | 10010000001 @viab.inth.com

Password: swsesssnse

Place and receive calls using
This Computer

AVAYA S

Llogin

6. Change the Password to “3243546"

| s=Stop g=Quit ENTER=Details f=Filters w=Write a=ShowSM "

7. Click Log In on the Avaya one-X® client and observe the SIP messages
as the client attempts to register

Note: The client willimmediately show “Your login attempt was unsuccessful.”

Avaya one-X® Communicator Login

o

Login Error

Your login atternpt was unsuccessful.

CK

Place and receive calls using

This Computer

AVAYASDmX

p Log In .
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3.1 Using traceSM to monitor endpoint Registration (cont'd):
3.1.2 Failed registration in traceSM (cont’d)
The first three messages in the trace look very similar to the successful
registration, but the “Forbidden” message from the SM100 to the client is our
first clue in the trace that something is not as it should be:

8. Click on orin the SM window and press s to stop the trace

9. Move your cursor up to the first “Forbidden" message from SM100 and

press Enter
EP inthlab1ASM - traceSM Y3.22 - Captured: 464 Displayed: 228 = O x

| =5tart g=Quit ENTER=Details f=Filters w=Write a =Calls u=Fu> v

Note the “SIP/2.0 403 Forbidden (Authorization Failed)"” header in the message
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Appendix A: Acronyms Used

AAR:

ACM or CM:

ASM or SM:

N
C

<
S
Z

Alternate Automated Routing

Avaya Communication Manager or Communication Manager
Avaya Session Manager or Session Manager
Command Line Interface

Internet Protocol

Portable Document Format

Product Licensing and Delivery System
System Administration Terminal

Session Initiation Protocol

Secure Shell

Single Sign On

Transmission Control Protocol

Transport Layer Security

Virtual Private Network
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